
COMPLIANCE & RISK
MANAGEMENT SOLUTIONS

File Analytics helps firms manage 
dark data, comply with regulations 
& provide in-house eDiscovery.

VAULT:  
FILE ANALYTICS

DARK DATA VOLUMES ARE INCREASING
Employees are creating, sending and storing more unstructured content than 
ever before, with data volumes increasing by nearly 40% per year. This explosive 
growth and fragmentation of data within files and documents — in addition 
to email, file-sharing, social media, collaboration platforms, mobile and cloud 
repositories — introduce new security challenges for IT, Compliance and Legal 
teams who may not have a comprehensive view of that “dark data.” At the same 
time, the growth of dark data increases a firm’s potential exposure to cyber-
security threats, especially when not stored securely.

TAKE CONTROL OF THE INFORMATION
File Analytics is a managed service that enables regulated firms to make 
sense of dark data and minimize risk of regulatory requirement breaches and 
cybersecurity threats. Firms can search, analyze, WORM archive and retrieve 
dark data across corporate file shares and cloud repositories using File 
Analytics, which can scale to massive volumes for global organizations. As an 
end-to-end service, File Analytics integrates with the archiving, surveillance, 
eDiscovery and trade reconstruction solutions offered by Bloomberg Vault.

 •  Regulatory Compliance – 
Recordkeeping on WORM storage

 • Collaborative eDiscovery

 •  File Analysis – With visual  
data inventory

 • Policy-Based Archiving

 •  Cybersecurity – Uncover PII  
and sensitive data



ADHERE TO ELECTRONIC RECORDKEEPING RULES 
In today’s stringent regulatory environment, many financial services firms are 
being forced to reexamine recordkeeping requirements.  Specifically, SEC Rules 
17a-3 and 17a-4 and NASD Rule 3110 require electronic records to be preserved 
exclusively on write-once-read-many (WORM) format.  

Using File Analytics, organizations can enable policies to automatically archive the 
electronic records on SEC-compliant WORM storage, and Bloomberg will attest 
to this compliance on a firm’s behalf.  

WORM storage regulations include, but are not limited to following records: 
 • Trade blotters
 • Asset and liability ledgers
 • Order tickets
 • Trade confirmation documents
 • Suspicious activity reports
 • Written supervisory procedures

 •  Approximately 5% of confirmations  
of customer transactions

 • Customer identity verification records
 • Customer tax forms
 • Legal documentation
 • ISDA and counterparty agreements

ADOPT DODD-FRANK & MIFID II DOCUMENT 
RECORDKEEPING REQUIREMENTS
In accordance with the trade reconstruction requirements in Dodd-Frank 
and MiFID II, firms must retain trade and counterparty relevant business 
documentation on WORM storage in a retrievable and identifiable manner.  
Compliance and IT teams must understand the challenges posed by these 
requirements, implementing a defensible plan and process for complete  
and timely trade reconstruction or investigation.  

But defensible plans must account for a wide array of business-critical records 
generated by a firm and distributed across file shares, Microsoft SharePoint®  
and employee computers. File Analytics identifies and automatically retains 
relevant documents, helping to solve for one of the many challenges within 
a holistic regulatory recordkeeping process. Such documentation includes 
corporate governance records, organizational charts, biographies, job 
descriptions, internal and external audit reports, risk management reports, 
compliance reports, business and strategic plans, financial records, complaints  
and sales and marketing material.

HYBRID, SECURE HOSTED TECHNOLOGY
Bloomberg Vault File Analytics is built upon a unique hybrid infrastructure that 
leverages a secure technology platform sourced within state-of-the-art Bloomberg 
data centers. This hybrid deployment results in reduced processing and storage 
requirements that are typically needed to search, analyze and archive enterprise 
file repositories.  

Access File Analytics through a 
secure, permission-based web portal 
for case management, dashboard 
monitoring, eDiscovery workflows, 
reporting and more.



Utilize the secure and hosted Bloomberg 
platform for enterprise-wide access to 
governance and compliance tools.
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FILE ANALYSIS & ARCHIVING FEATURES & BENEFITS 
ACROSS THE ENTERPRISE
IT
 • Build enterprise data map
 •  Enable policy and/or user driven  

file archiving
 •  Reduce infrastructure costs with 

enterprise storage management  
and de-duplication

 • Storage reporting and analytics
 •  Support Windows (CIFS) and NFS 

file shares, SharePoint 2010/2013, 
Box, Salesforce Files, Amazon S3

Compliance
 •  Comply with FINRA and CFTC 

regulations regarding secure 
WORM storage

 •  Adhere to SEC Rules 17a-3 
and 17a-4 regarding electronic 
recordkeeping requirements

 •  Pinpoint PII, PCI, legal, contracts 
and trade documentation

Legal
 •  Enterprise search of keyword, 

metadata, search patterns and  
file-share users

 •  Efficient eDiscovery workflows  
to target collections of data

 •  Apply legal holds and defensible 
disposition

 •  Case management workflows with 
tagging, visualized analytics and  
PDF/CSV reporting
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TAKE THE NEXT STEP 
Bloomberg Vault File Analytics can help your firm to manage dark data more 
proactively. Contact us at +1 212 617 6580, bvault@bloomberg.net or call your 
regional representative to schedule a personalized demonstration.
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